
Hotel Blockchain: 
Revolutionizing 
Rentals

Shaila Brändle – Hong Le

Leveraging Blockchain Wallets for 
Secure Payments and Access



Introduction to the case

1
Initial idea

2
3

4
Reality

Solution 
proposal

Illustration



1 Initial idea

I need to book a 
hotel room

Billy



1 Initial idea

Book in 
advance

Pay in 
advance







On the day Billy arrives…



RECEPTION

Welcome
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RECEPTION

Goodbye



1 Initial idea



1 Initial idea

What could be the problems for Billy and Alice?

• Commission Fee
• Investment for 

physical assets
• Inefficiency
• No competitive 

advantage

• Payment insecure
• Inconvenient
• Waiting time



2 Reality

Intermediaries!



Business travellers and 
crypto enthusiasts 
seeking efficient, 

autonomous rentals

Customer Owner Entity

Hotels and property 
owners offering rentals 
with reduced admin via 

smart contracts.

Technology Provider

Blockchain networks, 
smart lock vendors for 

access control.

Regulator

Ensure compliance with 
AML, KYC, and GDPR 

laws.

2 Reality



3 Solution

We propose a solution that 

Seamless 
check-ins

Convenient 
Access

Blockchain
Asymmetric 

cryptography

Secure 
Payments



Public EVM

Technology

EnvironmentType 

Solidity Smart Contract
Smart lock technology

Access Nodes

MetaMask

Account-based

Model

Wallet

23 Technicalities



User 
Registration

Placing 
renting order

Permission 
validation

(unlocking object)

Use the object
(object unlocked)

Blockchain

Asymmetric cryptography

14 Illustration



24 Data

User 
Registration

Placing 
renting order

Permission 
validation

(unlocking object)

Use the object
(object unlocked)

On-chain
• Guest payment (Transactions)
• Authorized guest list (Address)

Off-chain
• Personal Identity Information
• Door lock mechanism



Permission

Whitelist

Payment

34 Macro process



on-chain

User 
registration

Object 
IoT

Smart Contract

Object’s 
Owner API

(place order)

Whitelist

E-Wallet 
Linkage

Valid 
signature?

yes

44 Micro process

Middleware’s
database

Identity 
verification

E-Wallet 
Linkage

Payment

Completed?

yes

query

Access Point
(Node)

query

grant

respond

Object 
unlocks

Permissioned?

yes



Unique Text with
Entropy

Signed by Kprv Verfied by Kpub

Challenge 

Unique Text with
Entropy

44 Asymmetric Cryptography



APP MOCKUP



Guest 
registration RegisterWelcome

Sign Up

Sign up
or

Password

Email
alice.chain@gmail.com

Take a selfie

Scan your ID

Follow the steps to verify your identity

For more information and assistance
Help

ID Verification

Verify



ID Verification

Verify

Take a selfie

Scan your ID

Follow the steps to verify your identity

For more information and assistance
Help

User identity is being verified

Guest 
registration Link your wallet to MetaMask

Wallet

Link

For more information and assistance
Help



Whitelisting



ID Verification

Verify

Take a selfie

Scan your ID

Follow the steps to verify your identity

For more information and assistance
Help

User identity is verified





Explore

Search

Standard Room

Free WiFi Breakfast Pets Bar Pool More

Amenities

Self check-in
Check yourself in with Smart Lock

Smart key
Access room with your phone wallet

Room price
Tax
Discount

150
15

-25

140Total

Book

Payment

Please review your information 

Guest Name

Check-in date

Check-out date

Confirm and pay

Explore

Search

Standard Room

Free WiFi Breakfast Pets Bar Pool More

Amenities

Self check-in
Check yourself in with Smart Lock

Smart key
Access room with your phone wallet

Room price
Tax
Discount

150
15

-25

140Total

Book

Payment

Please review your information 

Guest Name

Check-in date

Check-out date

Confirm and pay



Data update



Your key

Key valid from 03.09.2024 - 13.09.2024
Key valid from 03.09.2024 - 13.09.2024

!Done

Hold Near Reader


